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Privacy-enhancing signal

The deception probability,

upper bound

Assume the open-loop gain of 

the plant is a random variable

whose distribution is known to 

the attacker, and whose 

realization is known to the 

controller. Then letting

we have 

The denominator represents 

the intrinsic uncertainty of     

when this is observed at 

resolution

corresponding to the

entropy of the quantized 

random variable              

The numerator represents the 

information revealed about     

from the observation of the 

random vector   
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Under legitimate system operation 

we expect
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Assumption on the power of the fictitious
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In network control systems, 

sensor observations and control 

signals can be hijacked.


